SECURING TRANSACTIONS
ON THE BLOCKCHAIN




Agenda

= About me
x Understanding a block?

® Securing the blockechain LIVE DEMO




About Me
Atlassian Experts

AUTHORIZED INSTRUCTOR
Valid through September 2016

x Cloud Integration via API

= Founder of talkcrypto.org

x [nvolved in STEM based initatives

cloudnthings gy Sean Au




Home Blog Articles Books About

Never before in human history have we
seen such a phenomenal amount of
innovation as we do today. The
invention of bitcoins revealed an
underlying technology called the
blockchain that has allowed innovation
to flurish in a diverse range of
industries.

Once limited to "computers geeks", this
technology has spanned across new
fields forcing governments to rethink
policies and laws, academics to explore
new areas of research and
entrepreneurs to be more creative and
innovative than ever.

Join us as we look to learn and share
our knowledge with everyone around
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Bitcoin History

x DigiCash - 1990

x CRASH (CRypto cASH) - 1991
x e-gold - 1996

®x p-money -1998

= Bitgold - 1998

u https://en.wikipedia.org/wiki/Cryptocurrency
http://antifraudintl.org/threads/the-history-of-digital-currency.88037/
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What Is a Blockchain

= Distributed
= Peer to peer
= | edger

. Decentralized




First blockchain txn

A single block
Magic Number Block Size \ Block Header,

cloudnthings:blocks cloudnthings$ hexdump -n 304 -C blk00000.dat
00000000 [f9 be b4 d9|1d 01 00 00 | 01 00 00 00 00 00 00 00
00000010 (00 00 00 00 00 Q0 00 00 00 00 00 00 00 00 00 00
00000020 (00 00 00 00 00 00 00 00 00 00 00 00 3b a3 ed fd
00000030 (7a 7b 12 b2 7a c7 2c 3e 67 76 8f 61 7f c8 1b c3
00000040 (88 8a 51 32 3a 9f b8 aa 4b le 5e 4a 29 ab 5f 49
00000050 |[ff ff 00 1d 1d ac 2b 7c [[01] 01 00 00 00 01 00 00
00000060 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00000070 (00 00 00 00 00 00 00 00 00 00 00 00 00 00 ff ff
00000080 |ff ff 4d 04 ff ff 00 1d 01 04 45 54 68 65 20 54
00000090 69 6d 65 73 20 30 33 2f 4a 61 6e 2f 32 30 30 39| |imes 03/Jan/2009 |
00000020 20 43 68 61 6e 63 65 6¢c 6¢C 6T 72 20 6f 6e 20 62| | Chancellor on b|
000000b0 (72 69 6e 6b 20 6f 66 20 73 65 63 6T 6e 64 20 62| |rink of second b|
000000co0 61 69 6¢c 6T 75 74 20 66 6T 72 20 62 61 6e 6b 73| |ailout for banks|
000000d0 |ff ff ff ff 01 00 f2 05 2a 01 00 00 00 43 41 04 *....CA. |
000000e0 (67 8a fd bo fe 55 48 27 19 67 f1 a6 71 30 b7 10 «..:UH'.0..q0.. |
0000000 5¢c d6 a8 28 ed 39 09 a6 79 62 €0 ea 1f 61 de b6 |\..(.9..yb...a..|
00000100 |49 f6 bc 3f 4c ef 38 c4 f3 55 04 e5 1le cl1 12 de

00000110 |5c 38 4d f7 ba 0b 8d 57 8a 4c 70 2b 6b f1 1d 5f

00000120 |ac 00 00 00 00 |f9 be b4 d9 d7 00 00 00 01 00 00

Tx Count

Transaction Magic Number
of next block @cloudnthings

x  Source: https://www.anintegratedworld.com/whats-in-a-block/




A block

Magic No - 4 bytes

Block size - 4 bytes

Block header - 80 bytes

Tx count - 1->9 bytes

Transactions - Varint

= https://www.anintegratedworld.com/whats-in-a-block/ (Feb 2016)




Anatomy of a Blockchain

The Anatomy of a Block Chain Block

Block Header

Version - 4 bytes
HashPrevBlock - 32 bytes

HashMerkleRoot - 32 bytes

Block

| Magic No - 4 bytes

| Block size - 4 bytes

| Block header - 80 bytes

Tx count - 1->9 bytes

Transactions - Varint

@cloudnthings

Time - 4 bytes Input
Bits- 4 bytes
Nonce - 4 bytes Prev Tx Hash - 32 bytes

Prev Txout Index - 4 bytes
Transaction Txin script len - 1->9 bytes
ScriptSig - Varint
Sequence No- 4 bytes

Version - 4 bytes

In counter - 1->9 bytes

List of inputs - Varint Outout
Out counter - 1->9 bytes utpu

List of outputs - Varint Value - 8 bytes

Lock time - 4 bytes Txout script len - 1->9 bytes

ScriptPubKey - Varint




| et’s clarity the meaning of
Blockchains




Types of Blockchains

x Public Blockchain
x Private Blockchain
x Permissioned

® Permissionless




Securing the Blockechain

Distributed nodes around the world

Racing to solve a puzzle

= http://www.talkcrypto.org/blog/2016/07/27/going-pow-on-the-blockchain/

Energy in the form of electricity

Reward is given in return




Nodes Around The World

GLOBAL BITCOIN NODES
DISTRIBUTION

Reachable nodes as of Mon Oct 10 2016
12:54:28 GMT+1300 (NZDT).

5102 NODES v

24-hour charts » o Cenada

Finland

Top 10 countries with their respective

number of reachable nodes are as follow.

RANK COUNTRY

1 United States

Germany

France
Netherlands
Canada

United Kingdom
China

n/a

Russian
Federation

Sweden

Source: https://bitnodes.21.co

NODES

1422
(27.87%)

858 (16.82%)
438 (8.58%)
290 (5.68%)
258 (5.06%)
216 (4.23%)
160 (3.14%)
158 (3.12%)

131 (2.57%)

83 (1.63%)
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Map shows concentration of reachable Bitcoin nodes found in countries around the world.
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Nodes In NZ
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Summary.

Bitcoin history
How to understand Blockchains
Types of blockchains

How transactions are secured on the blockchain




